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POISE TECHNOLOGY IP Telephony Performance/Security
Thailand VoIP Specialist Company

Normal Practice



VolP Performance/Security mtﬁugy

«  VolP 10unsiBonus:uulnsAwn Wius:uUIAZDUNgADUWIINDS lasdns(d
VIUDY 3 sUluu

. MsiBorunmelus:uuiASoUl8uoLAUIRVIMIUU (Private Network)
13U MsiBorudanuiiuu 1P laero< [U kso Tnasidoulevida:anundndleiu
WU VPN 10udu

¢ MSBOIUWIUSIUUIASDUNEBUINDSIUN (Internet/Public Network)
1BUNSIBOUAURTBUSANSINSAWIWIUS:UU IP K30 Ns(Zuiu Cloud Based

¢ uuwauwanu laggnsEonunvuu Private ias Mouu Public Network
BuMsiBoIudanuiuy 1P wsoumsidalROWBoIuDINS:UUBUINDSIUNGDE
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VoIP Performance/Security — Risk !’.,'.!hﬁ.ﬁm

o o:sAoUvYYIFLVIa-ALIZUKIENODIAANUSUU IP-Telephony
«  MsiBoulnsAwrilugvivosuansnivlagluldsuounyid Toll-fraud

(high risk)
«  MsaArfRs:uuBoululd (medium risk)
. ssuufdoululdnifiaondaunsadiov (medium risk)
¢« MSQNIPUIVANSIZOIU 15U spam (low risk)
¢ NISONIDUWLAISAUNUN (low risk)




VoIP Performance/Security — Risk

o Jo9uI390NIN0AUS:UU IP-Telephony 19N

uAnaMelu WIBous:uuINSAWRNEUDVANSIOY
WQIAS:UUIUDVANS

unnaniguon (hacker)

aunsadnlulduasmu Ko liafies
nsnlUds:uudisoncvg
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VoIP Performance/Security — How to reduce that risk? Poisg >

+  MsaqUoduIdgn vavs:uu IP-Telephony uvidu kargguaou laaidunis

IAluoINAUIKQUOVTYKN
e N1SId0N Hardware




VoIP Performance/Security — n1sta”an Hardware =

fumsmis:uu IP telephony IRaUUNISIAON hardware AlkLAaU 10UEIU
Ussnounanioonadonaunwlagsouyovs:uu lagorwiraniunisidonaiu

nauIsu

S:UUIASDUNY
S:UU security
Ko1A%ovINSAWS
danuninsAwri
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VolP Performance/Security — 5:uuta5-a2: 18 Ty

s:uulASavranglu/nrguan RY:LUATEVIUSIUAUS:UU VolIP Tulv Performance

« A delay/latency UsouiAiu 250ms, nefu one-way [UIfiU 150ms
« [UD package loss us:uu
. Why PoE?

« JovAu Power Loss [aGn31
* Why Gigabit?

* Qo0S5?
o JsundudAtyuovuNIsaw packet
* without QoS, FIFO
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VolP Performance/Security — 5:uuta5-a2: 18 Ty

aunsad VolP Security
e SBC Aoo:ls? [Grinasls?

e Security, Encryption, Policy, Call Routing, SIP Interoperability,
Media transcoding, DTMF detection/generation, Scalability

I
/ Session Border
D— Controller m
SIP Trunk

Unified

Communications
Server
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VolP Performance/Security — 5:uuta5-a2: 18 Ty

« WoAsusSnuANUUaoaniguavaunsad SBC (Security Features)

* Complete Control & Topology hiding (remove via), terminate each call on one
side and re-originates the call on another side

* denial of service (DoS) attack — operate at kernel level (fast)
* detect malformed packet (used to break SIP stack) and block
* |imit concurrent calls, detect too many wrong password

Hosted PBX SIP

LAN VolP
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VolIP Service Multi-Tenant
Provider IP PBX
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VolP Performance/Security — 5:uuta5-a2: 18 Ty

*Encryption NU Policy uu SBC
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* SOVSU TLS AU SRTP Encryption Ul IP-PBX
I—larfjvvére (trarjscoding) JovAunns A W R — ¢ Llﬁ
ANWLIGEVSKDIIVNY

¢ MSAY Policy Wo control address (Slp
endpoint) NozenUISAITNBOIUIG wSou
NNSASOvdoU pattern QNUEIVIDAN Wm S1p
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VolP Performance/Security — 5:uuta5-a2: 18 Ty

aunsad VolP Security
« Firewall 828 VolP dhunuUaonanuagvls?
* Basic DoS

« Firewall Rules IWoAJUAU address AUNY Nia: Uang
NIV

e PLEXTEL Country Based Rules?
« WOriGU VPN

-_v-




VoIP Performance/Security — n13ta”an Hardware %" 1as" 24 Inspfidfs”

sUIUUKDIASDVINSAWN, ADSI3KOINSoLNIKUNEUAURIGONU

. fEowlnsAwARGUSUIunsinsuin

KoIAZovdang (wired telephone)

mﬂluummmvvlaa\) (call center) ﬂ:)SIaaﬂsumuu
ISE)\)ﬂfUﬂ’]WIaEJ\) S’]F]’]U’]UﬂaW\DUUTU

mamsunumwmaﬂasmw [dovrinnns reset

dKSU operator A2SIDUSUNSOVSUSIUDUENE AN
wSouUJu hardkey
(Ex, Yealink T27P)

S0V PoE idoanunsafoulddaitovlunsediwihau ﬂ

mmmmm




VolIP Security — n1sta”an Hardware %721a57 09 Insa™wn’ Poise

ol —l

- fEvulnsAWARGUSUItUNISdowLIBLIU data S1UdULIN
. KIIASoVDaNy (wired telephone) SoVSU Gigabit

e [FonsunUAnuiaiosnw lidovrinIs reset, AdsriiNsnaaaufu
N1SAVIWIU Data NQEDUIIUDULUING IWDNAQdDUADIUIANYS

e SOVSU PoE Woanuisaldoiulddoitiovlunsadiwwidu
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VoIP Security — n1sta”an Hardware #721a57:89 Insd™wn” Paise =

ENCRYPTED
ﬂ CONNECTION

INTERNET @

-igvulnsAwriioguus:uu internet
« ADSMS:UU VPN KaldonKoingovnsovsu VPN Ialudd (Ex: Yealmk T21P UuTU
« 1FonsundANuIafiosNMWELaa INoaanIsQIasnu

-dkSuavAnsuunalkajnid 31uduKdIASaLAQALIIUDULIN
« 13oNSUNTAUIARYSAIWELEQ IWoaaMSQIasSNL
¢ SOLSU PoE
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- lgvunlU 1tu shAUs:kda Darsguanna:nasidoiudaslivin
nannu PABX 10U K39 Tku

e /ycoo IP-PBX
. fdvrus:dunavitiunisiuiinidev TnisldoiugargAoudiouin
* Passwitch IP-PBX
e Sangoma FreePBX
« fdvIus:Gu enterprise,
* Plextel IP-PBX
* Sangoma PBXact

« callcenter KSo IUUNNS customization

+ Plextel IP-PBX ﬂ




VolIP Security — How to reduce that risk? Poisg >

e ANAIKUIaUSIKSUS:UU
« WIBVIUSUU
« WQllas:uu
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VoIP Security — n1sa::4a:14U% hardware -

. fdvus:uu
«  ADSYanaURBoua:riinsvaisovansiunisinsAwrKiku:au

«  ADSIENWIBOUNDEYUU internet onUN3NNEU s [UASOUAUNATKIEG
vumsinsoondivus:nAlQ

e ADSAIKUQADIUENUNSATUNNSINSDDN CNUBIVNANABELIUDEY, aanS
Insoonlagluldsuounyra 1su awnsalnsoonldrawizgavnarivu

o KINDAUTNTuaUISOIWNL password drsunisinsoanlUgoiuasni
AGINeaY
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Technology

* WQnas:uu
*  IYNNGULILYDVRQIZDDNAIAILADVIKUEN 15U MSWOIWAEIE,
NIsUsSUAN configou
. mscwt\)mLToangJua ADSIIAWI:ANEUSUUILNIDOSACIIOY KD WU
VPN Imuu

-_v-



VolIP Security — How to reduce that risk? Poisg >

e  ANIKUN:EUaIKSUS:UU

e S:UU network
e S:UU internet
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VoIP Security — n1sa::4a:14U% hardware -

* S:UU Network
«  AdsYaNaURIBoUNaiiNISYaSoLaNSIUNSINSAWNATRIKUEWD

«  ADSIENWIBOUNDEYUU internet onUN3NNEU s [UASOUAUNATKIEG
vumsinsoondivus:nAlQ

e ADSAIKUQADIUENUNSATUNNSINSDDN CNUBIVNANABELIUDEY, aanS
Insoonlagluldsuounyra 1su awnsalnsoonldrawizgavnarivu

o KINDAUTNTuaUISOIWNL password drsunisinsoanlUgoiuasni
AGINeaY
o« AVAN ACL dKSU 1uaS Mglu (Blawn: network nMfu)
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Technology

* S:tUU Internet / Firewall
e AvAN firewall TRyoUSUNISHVIUDINIIWIAGU IP (thailand IP only)
« NS VPN
«  AvA1 DoS filter (wrong password)
« Ua Firewall §1KSU service dus) NvkUA , 100 lIW1: NdU admin Imuu

-_v-
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e (Others Consideration
«  MsAkuaAINSaLaa AU WIKUSASINSAW
e MS(B SIM Dofoluu 1KUY
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INSAW : 02-656-8598 Fax : 02-250-9769

THANK YOU.

www.poisetechnology.com
Facebook : Poise Technology
ID Line : @poisetechnology
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